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Even with a strong architecture and design, application code can still harbor
vulnerabilities. Developers can make unintentional mistakes. Teams can also take
shortcuts to achieve milestones or enhanced functionalities. Static application security
testing (SAST) is a form of white box testing that discovers such vulnerabilities in an
application’s code. Utilizing SAST tools to identify bugs early in the development life cycle
reduces the time and cost of remediation.

What are SAST tools?
SAST tools analyze an application’s source code or compiled code to identify vulnerabilities without
executing the program. A basic requirement for most SAST tools is the availability of code that can
compile. However, there are several tools that only look at the source code to identify vulnerabilities.
There are also tools that require the source code to compile in
order to build call graphs. These graphs help identify sources of
data and data sink.
SAST tools analyze various architectures and technologies
including web applications, thick clients, and mobile
applications. Popular commercial SAST tooling options include:
• Coverity® static analysis with Code SightTM IDE plugin
• Fortify
• Checkmarx

There are also a variety of popular open source SAST tools
including:

Utilizing SAST
tools early in the
SDLC reduces the
time and cost of
remediation.

• FindBugs and PMD for Java
• Brakeman for Ruby on Rails
• CodeNarc for the Grails framework

Where does SAST fit into the software development process?
SAST tools play an important role in the software development life cycle (SDLC). Figure 1 illustrates
this importance with the Software Security Touchpoints. These touchpoints describe when to carry out
appropriate security activities throughout the development process. While methodology-agnostic, the
touchpoints are often used in coordination with Waterfall, Agile, and DevOps development processes.
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The Software Security Touchpoints describe
when to carry out appropriate security
activities throughout the development process.
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Figure 1: Software Security Touchpoints presenting a holistic approach to security.

Integrating these touchpoints into your chosen development methodology ensures that an application’s
code behaves in a secure manner.

How do SAST tools work?
SAST tools run during the development phase of the SDLC—while developers are writing code.
Lightweight IDE-driven tools (e.g., Coverity with Code Sight IDE plugin) are applicable at any point within
the development phase. Heavyweight tools (e.g., Coverity with full baseline analysis) are best applied later
in the development phase when the code is in a stable, compilable state.
The first phase of implementing a SAST tool is to create a build model that the tool understands. The tool
ingests the source code and then creates a standardized model that the analysis engine can interpret.
The tool carries out this process without any concern for syntactical nuances of the source code’s native
language.
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Figure 2: A sample build model for SAST tools.

Once the model is complete, the tool is ready to move into the next phase—performing the analysis. SAST
tools use a series of rules to determine what the tool should assess within the source code. It’s critical to
customize and fine-tune these rules to suit a particular application. This achieves the most accurate and
actionable results from the tool.
Rules build on analysis techniques. The effectiveness of these techniques is the most important internal
element of a SAST tool from a user perspective. Rules are customizable and user-controlled, and they
have a strong impact on the quality of the findings.

What are the strengths of SAST tools?
Developers dramatically outnumber security staff. The Building Security In Maturity Model (BSIMM)
reports that the average ratio of software security group (SSG) members to developers is 1:75. As such, it
can be challenging to find the resources to perform code reviews on even a fraction of an organization’s
portfolio, let alone provide remediation guidance to the development team.
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Figure 3: The average ratio of SSG members to developers is 1:75.

A key strength of SAST tools is the ability to analyze 100% of your code base. Additionally, they are much
faster than manual secure code reviews performed by humans. These tools scan millions of lines of code
within a matter of minutes. For example, WebGoat can scan 50,000 lines of code in 2-3 minutes. SAST
tools also encapsulate security knowledge into your developers’ desktops and even act as a self-training
tool for developers to learn from common mistakes. Most importantly, they encode remediation proposals
that recommend strategies to fix each issue.
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Just because a tool doesn’t find
problems doesn’t mean

that no
problems
exist.
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What are the weaknesses of SAST tools?
SAST tools are just badness-ometers upon closer examination. They can tell you how insecure your
software is, not how secure it is. Running a tool is still valuable as it catches common mistakes early in
the SDLC. However, just because a tool doesn’t find problems doesn’t mean that no problems exist.
One of the key SAST tool weaknesses is its inability
to interpret the results for you. An expert still needs to
determine if a finding is a true positive and the impact of the
results.
Additional SAST weaknesses include an inability to:
• Identify new types of bugs—at least not without a
customized rule addition.
• Recognize design or architecture flaws.
• Certify that code is free of defects.

BADNESS
O M E T E R

To supplement these weaknesses, it is important to
coordinate dynamic application security testing (DAST) once
the application is running, and perform manual code review
as a follow-up to the SAST tool.

What are SAST tool analyzers?
SAST tools define multiple analyzers that identify a particular issue. They define rule types by the specific
code analysis techniques that the tool utilizes. Most rules fall into one of the following code analysis
categories:

Dataflow analysis engine
Dataflow analysis is the most powerful analysis type used by a SAST tool. It enables the tool to track
the flow of data through the application to determine if input is validated before use. This involves the
concept of identifying “taint,” or potentially harmful input. Under this assumption, all data entering the
application is harmful (i.e., tainted). It also requires validations (i.e., cleansing) before the application
consumes it.
For this analysis technique to work effectively, the tool needs to recognize several areas of the
application. Figure 4 examines these areas.
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Figure 4: SAST tools must recognize sources, cleanses, and sinks for taint in applications.

Dataflow is the path that data takes as it enters the application’s trust boundaries, traverses through
the application, and ultimately leaves the application as output. Analyzing dataflow provides insight into
how the application processes data. It’s helpful when examining sources and sinks. Analysis also aids in
spotting certain potential vulnerabilities, particularly cross-site scripting (XSS).
In the context of dataflow:
• A source is the point in the code where external data passes into the application.
• A sink is a code location that could be abused if malicious data reaches it.
In the context of analyzing dataflow for vulnerabilities:
• A source is the point in the code where an attacker can influence the data.
• A sink is the point within the code where the attack can be executed.

Using XSS as an example, the source is where user-controlled data enters the application. The sink is
where that data is output back to the user in some form.
The tool needs to recognize sources of taint functions. These are the functions that call tainted data into
the application from external locations. The SAST tool also needs to identify the sinks for taint function
calls that use the tainted data. Once the tool identifies all sources and sinks, the analyzer identifies
functions that cleanse the tainted data. These make the data easier for the application to consume. If the
analyzer isn’t able to confirm validation, it identifies an error for tainted data reaching a sink.
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6 quick facts about dataflow analysis
1. It tracks data from its source to its consumption site.
2. Web application dataflow analysis is one of the most relevant analysis
techniques since it follows untrusted user input.
3. Data originates from the function source type.
4. The function sink type consumes (i.e., interprets) data.
5. Entry points directly accept user-controlled data (i.e., inbound taint).
6. Dataflow analysis uses taint propagation techniques.
• Taint can have a different origin (e.g., user input, property files, database, etc.).
• Tainted data flows between sources and sinks.
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Tracing the data source and identifying whether it is validated before use in sensitive locations are
often the most difficult parts of conducting SAST. Many tools allow for rule expansion, adding custom
validation routines as taint cleansing rules. This allows the analyzer to recognize that validation is taking
place. Additionally, it prevents false positives for data flowing through these functions.
Dataflow analysis tracks potentially malicious (i.e., tainted) input into an application through an entry
point (e.g., HTTP request). The tainted input comes in through various dataflows within an application.
The application also maintains tainted input until use (i.e., sink). This is true in the context of causing
problems if not properly validated or encoded.
The ability to track data paths from source to sink is useful when enabling security rules that look
for injection problems (e.g., SQL injection, command injection, LDAP injection). It also aids in the
identification of encoding problems (e.g., XSS). Custom security rules that track data such as those with
a “sensitive” tag use custom types of taint (e.g., credit card numbers). Tracking data from an entry point
to the point of use verifies compliance with privacy rules (e.g., not adding credit card numbers to log
files).
Figure 5 illustrates an example of dataflow analysis identifying a SQL injection vulnerability in Coverity.

Figure 5: Dataflow analysis identifying a SQL injection vulnerability in Coverity.

SAST tools can display contributing events that may lead to vulnerabilities. With Code Sight, developers
can click on an identified vulnerability and get a description of the issue, specific lines of code where the
vulnerability exists, contributing events, CWE information, and remediation advice. Figure 6 shows the
contributing events view for a SQL injection vulnerability, and Figure 7 shows the issue details view.
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Figure 6: SQL injection contributing events view in Coverity with Code Sight.

Figure 7: SQL injection issue details view in Coverity with Code Sight.

| synopsys.com | 11

Control flow analysis engine
Control flow analysis recognizes what the program control flow is upon execution. The engine’s design
enables security rules that look for insecure operational order performance. For example, security rules
relying on a control flow engine identify race conditions and failure of secure cookie transmission via
HTTPS. Some custom security rules require authentication via a custom mechanism before other
operations can occur.
A control flow analyzer detects potentially dangerous operational sequences. The engine determines
whether a set of operations execute in a particular order by analyzing control flow paths in a program.
For example, the analyzer detects time-of-check-to-time-of-use issues and uninitiated variables. It also
checks whether utilities (e.g., XML readers) are properly configured before use.
Figure 8 presents an example of a state machine that a control flow analyzer enforces. It identifies known
API calls for a new cookie object to determine if it is set to secure.

STATE MACHINE FOR SECURE COOKIE FLAG

START
STATE

NEW
COOKIE
STATE

name Cookie(’name”,”value”);

SECURE
STATE

Cookie.setSecure(true);

ERROR
STATE

Figure 8: State machine for secure cookie flag that a control flow analyzer enforces.

Examples of control flow analysis rules include:
• Opening and closing a resource (e.g., FileInputStream).
• Validating and invalidating a session ID at logout.
• Calling setSecure() upon creation of a new cookie.
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Figure 9 demonstrates an example of control flow analysis identifying a resource leak in Coverity.

Figure 9: Control flow analysis identifying a resource leak in Coverity.
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As shown earlier, Coverity with Code Sight gives developers detailed information about
vulnerabilities it detects, such as resource leaks. Figure 10 shows the contributing events view for a
resource leak vulnerability.

Figure 10: Resource leak contributing events view in Coverity with Code Sight.

Figure 11 shows the issue details view for a resource leak vulnerability.

Figure 11: Resource leak issue details view in Coverity with Code Sight.
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Structural analysis engine
Structural analysis examines language-specific code structures for inconsistencies with safe coding
practices. This category identifies weaknesses in class designs.
The structural analyzer detects potentially dangerous flaws in the structure or definition of a program.
It identifies violations in secure programming practices and techniques. These violations are often
difficult to detect through inspection. They encompass a wide scope involving the declaration and use of
variables and functions.
For example, the structural analyzer detects the assignment of member variables in Java servlets. It
identifies the use of loggers that don’t have a static final declaration. This analyzer also flags instances
of dead code that won’t execute due to a false predicate. Security rules enabled by the structural analysis
engine also identify weaknesses in class design, generation of cryptographic material (e.g., encryption
keys) from insecure sources of randomness, and hardcoded passwords.
Figure 12 illustrates an example of structural analysis identifying a hashing algorithm vulnerability in
Coverity.

Figure 12: Structural analysis identifying the use of a weak hashing algorithm in Coverity.

3 quick facts about structural analysis
1. It refers to a particular code construct.
2. It can involve a relationship between classes
(e.g., inheritance, class type, etc.).
3. It analyzes language-specific code constructs for vulnerabilities or
quality issues.
• In Java, code constructs including try/catch blocks, member field assignments, specific
signature methods, and return statements (among others) are recognizable.
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Semantic analysis engine
When considering whether SAST tools include grep functionality, we can conclude that in some ways,
they do.
Semantic analysis was born out of manual techniques using Unix grep—a simple search tool looking
for strings in files. It’s a technique involving tokenization and an examination of syntax, identifiers, and
resolving types. But it can only identify bugs involving the specific use of given methods and objects as
they exist in source code.
The downside of semantic analysis is this limited scope and the inability to determine the broader
context and flow of source code. However, this technique does identify potentially dangerous functions in
a piece of software.
The semantics of code relate to the meaning of a particular code within its context. For example, the
Animal.Insect.Bug class is different from the Software.Security.Bug class. Similarly, the ancestor of
semantic analysis is grep. To give you an example, in C code, a semantic analysis would find all “gets()”
instances.
Examples of semantic analysis rules include:
• Code correctness: call to System.gc().
• Java EE bad practices: call to System.exit().
• SQL injection: call to *.executeQuery().

The ancestor of semantic
analysis is grep.
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Configuration analysis engine
Configuration analysis enables security rules that check the application’s configuration files (e.g., XML
files, Web.config, .properties files). This analysis technique ensures that the specified configuration is
consistent with security best practices. For instance, security rules leveraging the configuration engine
ensure the definition of an application’s default error page.
Configuration files may have important servlet mappings or certain properties that are created or
overloaded at runtime. This affects the flow of logic in an application. Configuration analysis attempts
to handle these instances. Additionally, it points out potential vulnerabilities resulting from incorrect or
insecure configuration. Although few tools have configuration analyzers, this is an important analysis
type. Be sure not to overlook it.
Figure 13 illustrates an example of configuration analysis performed on Web.config in Coverity.

Figure 13: Configuration analysis of Web.config in Coverity.
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4 quick facts about configuration analysis
1. A configuration analysis applies to XML or property files.
2. Properties are typically set in a deployment descriptor (e.g., web.xml).
3. It’s possible to overload or create a property at runtime. Examining this
property requires code-level analysis.
4. Declarative security (e.g., configuration files) is often viewed as the
opposite of programmatic security (e.g., executable code).
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SAST is a key practice for
building secure software.

What are the foundations for success?
SAST is a key practice for building secure software. Implementing SAST tools greatly
reduces the discovery of security vulnerabilities late in the SDLC when they are
riskiest and costliest to remediate.
Since SAST is dependent on source code, it’s best to perform it in coordination with
software implementation. Incorporating SAST into your SDLC is a process that
doesn’t mature overnight. Set goals for the integration of SAST practices to ensure a
successful software implementation.

GET STARTED
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The Synopsys difference

Synopsys helps development teams build secure, high-quality software, minimizing risks while
maximizing speed and productivity. Synopsys, a recognized leader in application security,
provides static analysis, software composition analysis, and dynamic analysis solutions that
enable teams to quickly find and fix vulnerabilities and defects in proprietary code, open source
components, and application behavior. With a combination of industry-leading tools, services,
and expertise, only Synopsys helps organizations optimize security and quality in DevSecOps
and throughout the software development life cycle.
For more information, go to www.synopsys.com/software.
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Contact us:
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