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Ensure your software 
suppliers are as 
committed to security 
as you are

Overview
Even if your organization relies heavily on third-party software, you’re still responsible 
for making sure that software meets security expectations, adheres to compliance 
requirements, and protects customer data. Untested software has more security 
defects than tested software, and stand-alone security testing regimes are less 
comprehensive than those integrated into software security initiatives. Developers 
may also introduce risk if software builds pull in unintended or vulnerable components. 
To address your risk management goals, you must identify and manage the threat 
associated with third-party software.

Our software supply chain analysis puts third-party software under the same scrutiny 
as the applications you develop in-house. When your full supply chain is aligned along 
the same security standards and practices, you’ll significantly decrease risk. Even 
better, you’ll reduce the time and resources it takes to launch appropriately secure 
software.

What is the BSIMMsc?
The BSIMMsc describes a set of activities that you can use as part of a software 
supply chain risk management strategy. It empowers you to measure the software 
security capabilities within a supplier’s software development process so you can 
identify and manage the risk associated with third-party software. With the BSIMMsc, 
you’ll be able to see which vendors take software security seriously and which need to 
improve their security posture to continue to be your partner.

How does Synopsys use the BSIMMsc?
1. Risk ranking
Our team starts by working with you to discover and risk-rank the third-party software 
you depend on (e.g., through software composition analysis), including custom 
development, commercial off-the-shelf (COTS), and open source. We use that list 
to prioritize associated vendors to collect information from. Then we interview your 
vendors to understand their software security maturity.
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The Synopsys difference
Synopsys helps development teams build secure, high-quality software, minimizing risks while maximizing speed and productivity. 
Synopsys, a recognized leader in application security, provides static analysis, software composition analysis, and dynamic analysis 
solutions that enable teams to quickly find and fix vulnerabilities and defects in proprietary code, open source components, and 
application behavior. With a combination of industry-leading tools, services, and expertise, only Synopsys helps organizations 
optimize security and quality in DevSecOps and throughout the software development life cycle. 

For more information, go to www.synopsys.com/software .
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2. Security scoring
We assign each supplier a security score by examining their efforts in the following 
activities from the Building Security In Maturity Model (BSIMM):

3. Software testing
Based on the risk ranking of the software itself and the findings from the vendor 
assessment, we can put their software to the test. As appropriate, we might use 
approaches such as static analysis (SAST), penetration testing, architecture risk 
analysis, dynamic application security testing (DAST), and fuzzing.

BSIMM Practice Identification 
& Response

Integration & 
Governance

Depth & 
Automation

Strategy & Metrics SM1.4 SM2.2

Compliance & Policy CP1.3

Training T1.5

Standards & Requirements SR2.4

Architecture Analysis AA1.4 AA1.1 AA1.2

Code Review CR2.7 CR1.2 CR1.4

Security Testing ST1.1 ST1.3 ST2.1, ST2.6

Penetration Testing PT1.1 PT1.2 PT1.3

Software Environment SE3.6

Config. Mgmt. & Vuln. 
Mgmt.

CMVM1.1 CMVM1.2 CMVM2.2

Get answers to key 
questions about your 
software suppliers:

• Do you have a software security 
group, or at least a designated 
person in charge of software 
security?

• Can you share your documented 
secure software development 
lifecycle (SSDL)?

• Can you share artifacts that 
provide output from the activities 
described in the SSDL (e.g., 
results from SAST, a penetration 
test, or architecture risk analysis)?

• How often do you perform 
security testing?

• Who does the security testing? Is 
it internal or external?

• Will you submit software to third-
party review?

• What is your documented 
process for fixing security 
defects?
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