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O <«  IssueType Location Filename/Origin ~  Tool Type Triage Status CWE Vulnerability ID
@ » Issue Type O Bl SQLlinjection b ons/sql-injecti ... Sqlo valid...  SAST Not Triaged CWE-89
& R==tales S0 O [ DOM-Based Cross-Site Scripting webgoat-lessons/jwtfsrc/mainjresour...  jwt-final.js SAST Not Triaged CWE-79
¥ Severity O 1 Cleartext Storage of Sensitive Information in GUI bgoat- it} ... JWTRefreshEndp.. SAST Not Triaged CWE-317
+ Tool Type = O B Insecure Object Deserialization webgoat-lessonsfinsecure-deserializ... InsecureDeseriali.. SAST Not Triaged CWE-502
SAST (183)
[ SCA (3,535) O [l s injection bgoat-lessons/sql-inject ... Sqlo Valid...  SAST Not Triaged CWE-89
b MEETm O [ 'mproper Resource Shutdown or Release byoat. g - esso.. SAST Not Triaged CWE-404
» CWE O Bl Improper Resource Shutdown or Release bgoat-lessons/sql-injecti jectionChalle... SAST Not Triaged CWE-404
» Standard O Bl cross-Site Request Forgery (CSRF) webwolfysrc/mair - istrationContr...  SAST Not Triaged CWE-352
- __________________________________________________|
» Owner
Issue Details  Contributing Code Events ®
Severity: [l] 1ssue Type: SQL Injection 1 occurrence

Location: webgoat inject] injj g/owasp| |injection/mitigati I lidation java Hide File Path
\

1. "attack” is an entry point functicn.
2. The "userld" is tainted

public AttackResult
if (userTd.contains(* "}) {
return failed(this) .feedback("SqlonlyInputvalidation-failed") .build();

3. Calling "injectableQuery”. Passing the tainted value "userid” to the SQL AP may allow an attacker to inject SQL. (The virtual call resolves to |_injection.advanced. néa. (java.lang String) ".) Show Evidence
4. Use one of the following methods: * Use a query-preparation API to safely construct the SQL query containing pplied values. * Gnly. a ipplied value into a query if it has been checked against a whitelist of safe string values, or if it must be a Boolean or
numeric type.

AttackResult attackResult = lessonéa.injectableQuery(userId);
return new AttackResult(attackResult.islessonCompleted(), attackResult.getFeedback(), attackResult.getOutput(),

getSimpleName(), true)
y
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& Issues Summary Dashboard —
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(%) Top 10 Vulnerable Applications (7] Issues By Severity
SDR App 243K
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Project 1 SDR 243 HTTP Request Smuggling 658
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