SYNOPSYS

Silicon to Software"

Addressing Processing, Safety and Security Needs for
Evolving Automotive SoCs

Rich Collins, Director of Product Marketing, ARC Processors
Synopsys ARC® Processor Summit 2022 L




Agenda

Functional Safety Trends

Functional Security Introduction

ARC Functional Safety Processors

Functional Safety Software and Tools

Reference Designs and the Road Ahead

e SuMmary

ARC

- Synopesys Processor Summit © 2022 Synopsys, Inc. 2



Roadmap to Automation: Driver Driven to Driverless Vehicle

Highly Fully
Automated Automated

Driverless

Drivers needs No driver is

no longer necessary in
continuously special
monitoring the application
System handles system. Must
lane holding potentially be
and lane available to
changes in Hs o
Drivers carries special 4 Systems can
out all lane application case handles all solutions
undertakes lane changes throughout the trip
and holding Systems handles  no driver needed
lane changing 2 lane system can
activities S handl handle all situation
y;[;";nﬁolg; ges automatically in
oS the specific
1 ) Gl i &1 applicatFi)on case
LEVEL Systems handles ~ SPecific application g ¢ ient warning
lane holding and case. Detects
lane changes in limits of system
Systems : .
har)lldles the a special and asks the dr_lver
other function application case to take over with
sufficient warning

No intervening
vehicle system
active

ARC
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Source: Frost & Sullivan: VDA Automotive SYS Konferenz 2014

© 2022 Synopsys, Inc. 3

Y synorsys



Roadmap to Automation — FuSa Applications

Embedded Vision Radar/LiDAR Factory Automation

» Analyzes camera data for « Key components of Level 3+ * Industrial standards &

safety-enhancement and and autonomous vehicles requirements similar to
autonomous driving o . automotive
« Essential in night driving,

» Expert-level accuracy in conditions of rain and fog * Reduces the risk of injury,
classifying objects in fractions provides consistent quality, &
of a second * Example Use Cases: minimizes waste

— Blind spot detection

« Example Use Cases: — Collision avoidance « Example Use Cases:

— Lane departure detection systems — Industrial motor drives
— Parking assist / self-parking — Safety controllers
ARC
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Automotive Applications Require Scalable NN Performance
High-end Vision Requirements on the Rise

Automotive in-cabin cameras

Automotive RADAR / LIDAR

Automotive rear cameras
Automotive side cameras

Automotive front cameras

<1 TOPS 1 to 50 TOPS 50 to 1000+ TOPS

ARC
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Automotive Functional Safety

ISO 26262 Standard Focuses on Safety-Critical Components

« “Safety-Critical” systems must be designed
to minimize risk of catastrophic failures and
respond to failures in a predictable manner

Automotive Safety Integrity Levels (ASIL)

B C D

QM A

* ICs in these systems must meet ISO 26262
functional safety requirements

« Automotive Safety Integrity Level (ASIL)
designates risk potential, from QM (lowest)
to D (highest)

OB B

Evolving ASIL Requirements

ASIL B B Front View Smart Rear View
ASIL B Camera Camera
Level 1-2 ASIL B ASIL B

B

ARC
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Automotive ADAS Safety Trends

Parking aid , : Rear
Blind spot detection  parking
aid
Lane change assist
Side impact  Rear Cross-

fraffic Alert

Adaptive Cruise Control - | \ Z '; Backup aid

Autonomous Emergency Brakin Neg Rear crash
b g Side impact  cojjision
Collision mitigation Lane change assist warmning
Lane Departure Warmning

S0p & o Blind spot detection 9\'-
Application Level/ASIL 2015 Level/ASIL 2024
Adaptive Cruise Control (ACC) Level 1-2/ASIL-B Level 2-3/ASIL-C/D
Blind Spot Detect (BSD) Level 1-2/ASIL-B Level 2-3/ASIL-C/D
Forward Collison Warning (FCWS) Level 1-2/ASIL-B Level 2-3/ASIL-C/D
Lane Departure System (LDWS) Level 1-2/ASIL-B Level 2-3/ASIL-C/D

AARC
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Functional Safety Gains a Partner
Protection from Malicious Attacks ISO 21434 / SAE J3101

Functional Safety

Systematic Malicious Random
Faults Attack Faults

Systematic Faults Applicable to HW and SW, introduced through development ISO 26262
Random (Permanent) HW Occurs unpredictably during the lifetime of the product ISO 26262
Faults Fault stays until removed or repaired
Random (Transient) HW Occurs unpredictably during the lifetime of the product ISO 26262
Faults/Soft Errors Fault occurs once and subsequently disappears, e.g. bit flip in SRAM or logic due to alpha
radiation
Malicious Attack Can occur unpredictably during the lifetime of a hardware element ISO 21434 / SAE J3101

ARC
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Safety & Security Go Hand-in-Hand
1ISO26262 and 1SO21434

Security Safety Nominal / \ Nominal Safety Security
1ISO21434 1ISO26262 Function Function 1SO26262 1ISO21434
, Re-design : .

DEE Define Design Re-veri?y VeI WEIHERS Validate
Security Safety Function Validate Safety Security
Goals Goals \ / Function Goals Goals
Design Design _ Verify Verify
Functional Functional Design Verify Functional Functional
Security Safety Architecture AUTEN SEE TS Safety Security
Concept Concept Concept Concept
Design Design Verify Verify
Technical Technical Technical Technical
Security Safety Safety Security
Concept Concept Concept Concept
Define Define ) . Verify Verify
Component Component Design Verify Component Component
HW & SW HW & SW Component Component HW & SW HW & SW
Security Safety HW & SW HW & SW Safety Security

Requirements Requirements Requirements Requirements

Safe & Secure Solution (HW & SW)

ARC

Processor Summit

» Both standards provide a set of
guidelines:

— 1S026262 (FuSa): Achieve safety
goals while developing automotive
solutions

— ISO/SAE 21434: Protection
against cyberthreats

» Both processes start with detecting
risks and threats, and finding a way
to mitigate them

» As the automotive industry becomes
increasingly reliant on software,
vehicles need to be as cyber secure
as they are safe

© 2022 Synopsys, Inc. 9



ADAS ICs Moving From Discrete to Integrated Safety/Security Solutions

Multi-chip ADAS Solution Single-chip ADAS Solution

High-Performance Safe & Real-time Safe / Secure Processing

Processing Processing : > (Application and Real-time)

Application

Processor

\4

Application
Processor ETH

Switch

[=====-

3 Party SoC’s Used as Safety MCUs “Safety/Security Manager” Integrated On Chip

Integrated 15026262 & 1S0O21434 compliant safety/security manager lowers system costs, reduces power & area

Processor Summit © 2022 Synopsys, Inc. 10



SGS
Synopsys Leveraging a Culture of Safety Ti.l\/
SAA

Unmatched Investment in Automotive Grade IP

- Synopsys Automotive IP

o
s

Processors

Security

Y synorsys

USB 2.0 & 3.0/ DisplayPort
Ethernet TSN / QoS

MIPI CSI-2/DSI & C/D-PHY; 13C
PCI Express 3.0, 4.0 & 5.0; CXL

Embedded Memories, TCAMs
LPDDR5/4/4X
NVM

ARC EV Al / ML Processors

ARC EM & HS FuSa Processors
ARC VPX Digital Signal Processors
ARC SEM Security Processors

« Hardware Security Modules (HSM)
* Encryption & Decryption

Secure Boot and Access Control

Safety a major distinction between Synopsys and others —
reducing risk and accelerating qualification for automotive SoCs

1ISO 26262 ASIL B & D Ready IP developed and assessed
specifically for random hardware faults; AEC Q100 tested,
w/Automotive QMS

Industry’s 15t ISO 26262 ASIL D Compliant processor IP for
random hardware faults and systematic development flow

Synopsys’ safety philosophy is to follow the letter and intent of
1ISO26262 — not just provide bare minimums

ARC
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Synopsys Processors and Tools Used Industry-wide

Adopted by 9 out of 10 Semiconductor Vendors

Automotive Semiconductor

Infotainment

+ Multimedia Distribution Safety Systems and Sensors
/| + Music Streaming
« % ° Display Sharing

« Internet Access(LTE/ 5G)

Body Electronics

Market Sh are — 2020* ’ W 0 « Mirrors, windows, lighting

* Keyless Entry

+ Power Steering

+ Active Suspension Control
+ ABS Sensor/ Control

+ Pressure/Flow Sensors

+ Advanced Airbag Systems

Infineon Technologies
NXP

Renesas Electronics

W8 °* Forward Collision Warning
- - L Departure Detect
Texas Instruments f& . Vehicle Tracking -
+ Parking Assist 7 Y N ) ey - )
ST Microelectronics & T e\ iR Telematics

Robert Bosch

* V2X/ Networking
* OTA Updates
+ Automated Parking

ON SemICOHdUCtOI‘ + Internet Access(LTE/ 5G)

Denso RADAR/ LIiDAR

« Engine, Transmission,
Drive Control

* On-board charging (EV)

« Gasoline Injection

« Battery Management

* Source: Gartner — April 2021 — @ Safety and Security Management —

* Forward Collision Warning
« Adaptive Cruise Control

+ Environment Mapping

* Rear Collision Warning

Micron Technology

Intel

* 90% of top vendors leveraging Synopsys processor IP and tools with dozens of wins in EU, NA, JP and China
* Industry’s 1St ASIL D compliant processor IP for systematic development flow & random hardware faults

ARC
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SG

S
ARC Functional Safety (FS) Processors '|'i“[
AA

ISO 26262 ASIL Compliant Cores for Automotive Applications

Sensors
Braking/steering control
SoC safety manager

Radar & LIDAR
Powertrain
Sensor fusion

Y synorsys

V2X

Infotainment
Automotive storage
SoC safety manager

ADAS
Embedded vision
Autonomous vehicles

S

» Safety-enhanced cores span the ARC portfolio to address
broad range of automotive applications

* Industry's First Processor IP Certified for Full ISO 26262
ASIL D Compliance

 ARC MetaWare Development Toolkit for Safety speeds ISO
26262-compliant software development

* FuSa Software Stack - ASIL certified embedded
components for use in safety-critical applications

» Over 80 safety work products developed, accelerating
customers’ functional safety assessments

ARC

Processor Summit © 2022 Synopsys, Inc. 13



Synopsys “Safe and Secure” Architecture

Vision, Lidar &
Radar processing

Image
o Processor
DW IP (ISP)

:

o

Sensor
Processors

ARC

AUTO SAR

Adaptive Platform

SYNOPSYS FuSa S/W

AUTO SAR

" Classic Platform

Applications

Deterministic processing

control

Real-time
Processors

Host
Processors

SYMOPSYS FuSa S/W

Safety / security management,
communications etc

Safety-Critical Domain

Safety
Management

Processor

ARC
EM22FS

! $

Ethernet

Complex

VPX5FS
ARC ARC ARC
NPX6FS HS46FS HS68MP
\ J
Interconnect
] 1 PCle/CCIX Peripherals System
Complex Components

+S-MMU, Interrupt
Distributor, IPC I/F

Interconnect (ASIL D)

¢ !

Peripherals

DesignWare Multi-bank
=) SRAM

$

ARC

Processor Summit

Synopsys Safe & Secure
Architecture

Safety Manager (EM, HS) - Monitors
& manages system failures, real-time faults

Vision Processing for ADAS (VPX / NPX) -
Heterogeneous vector DSP + NN accelerator

DSP for Radar/LiDAR (VPX/EV) -
Floating point, linear algebra for greater
accuracy

Real Time and Host Processors (HS) —
Safety-enhanced multicore processors for
real-time control and advanced automotive
applications

HSM (tRoot/SEM) — Protects
against malicious attacks, secure
boot/updates

FuSa S/W - ASIL-D certified
libraries, runtime, Software Test Libraries

© 2022 Synopsys, Inc. 14



Safety, Security Management & Real-

iIme Control

ARC EM Safety Processor, tRoot HSM, ARC HS4xFS Real-time Processor

Instruction / Data CCMs (ECC)

ARC EM
core
[ELELLIY]

DSP

System Bus (ECC)/ Safety Bus

EM22FS Safety Management Processor

Dual-core lockstep implementation with
hybrid mode support

Dedicated safety monitor validates DCLS
operation and collects SoC level error info

ECC for closely coupled memories, MPU,
user Programmable Watchdog Timers

FuSa safety management S/W stack
available

Y synorsys

Software SDK (Crypto lib, Secure Boot, Drivers)

Instruction / Data CCMs (ECC)

Crypto
Cores

ARC
EM22FS
core (w/

CyptoPack)

=
53
==
TE
=
B g
=i

(RSA, ECC,
AES, SHA)

=
w
—

System Bus (ECC)/ Safety Bus

tRoot Hardware Security Module

Scalable cryptography: custom instructions
(CryptoPack) to crypto cores with side
channel protection

NIST-compliant TRNG

Secure Instruction Controller with side
channel protection for secure external
memory access

Software: secure applications SDK, crypto
library, device drivers & reference designs

ARC

Processor Summit

Instruction / Data CCMs (ECC)

1$ /1 D$ (ECC)

ARC HS4x
core
(shadow)

ARC HS4x
core
{main)

2
£
2
2
2
3

System Bus (ECC)/ Safety Bus

HS4xFS Safety Enhanced RT Controller

Dual-issue, 10-stage pipeline processor,
configurable in lockstep or hybrid modes

Single-core and quad-core options (DCLS)

Industry leading integrated H/W safety
features

20% higher single core performance than
Cortex-R52

© 2022 Synopsys, Inc.
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ADAS Vision, Radar/Lidar and Application Processing
ARC VPX5FS DSP, NPX6FS NPU and HS6x Processor

DesignWare ARC NPX6 FS NPU IP

4K MAC to 96K MAC Configurations

Synopsys DesignWare ARC VPX5FS Processor APEX extensions

L2
=1 | Contoler weu My g
" —— " Features Controller Convolution with MMU = | &
Scalar FPU Vector Execution Vector Floating Point Execution ith MMU Accelerator ARCvV3 & ;
Wi

VALUS 4KMAC 64-bit core = =
. MPY1  MPY2 VFPUA VFPUB  VFFC Debug Trace = =
Scalar Unit (1.2,3) 7] g
Real [a]

instruction | Instruction [ Data Data || Vectorload/Storewith [ 1™° L1 Memory | |Tensor Accelerator Safety 1$/D$ CCMs

CCM Cache ccMm Cache Gather / Scatter o || | e S Features

Cache Coherency Unit

veeMm
R Safety Bus

Cache Coherency Unit

High-bandwidth, low latency interconnect with DMA Broadcast High-bandwidth interconnect

Sreamg Clster  HWace.  AX! Master
L2 Shared Memory Tenees Unie | Cache Ports Ports

VPX5FS DSP NPX6FS Neural Processing Unit ARC HS6x Host Processor

« Multicore vector DSP addresses ADAS - Addresses Al and vision applications: * ARCv3 64-bit multi-core processor

Sensors (L_iDAR, RADAR), powertrain, augmented reality, ADAS, surveillance, etc. - Configurable as real-time and/or application

sensor fusion, etc.

processor
* 1to 24 core scalable NPU up to 96K MACs

« SIMD/VLIW design for massive parallel executes graphs for object detection and » Support for up to 12 CPU cores and up to

processing scene segmentation up to 340 TOPS 16 user hardware accelerators
» Multiple vector FP engines for high precision * 35% lower power (UW/MHz) than Cortex-

« Automatic graph partitioning using
MetaWare MX for improved performance,
bandwidth, latency

ARC

- Synopesys Processor Summit © 2022 Synopsys, Inc. 16

results AG5AE



ARC FS Safety Processors — Safety Hybrid Mode
Configurable for ASIL-D (DCLS) or Dual-Core Independent ASIL-B

ARC Safety Processor

ICCM/1$

ICCM/1$

ASIL-B Mode

Dual-core Performance with
ASIL-B Transient and Stuck
at fault protection

(ECC)

S10d 8yded ¢

DCCM / D$
(ECC)

l
l
l
|
l
|
J

4
|
I
|
\

I—> IFETCH

Safety
Monitor

(ECC) i ¥ '
IntSerrr]l(J:pt <+——— Async signals

ASIL-D Mode: | reyole
Single Core Lock-step s DC(E'(\:" é)D$ «— delay
Protection providing < - ASIL-B Mode:
Transient and Stuck at Fault delay EDC: Transient fault
protection - Pipeline Protection

_-——— delay STLs: stuck at fault

A

protection

—) Safety Errors

<) Safety Bus

Flexible architecture to allow customers to balance safety levels with performance requirements

Y synorsys

ARC

Processor Summit
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Functional Safety Software / Tools Complement ARC FS Processors
Industry Leading Safety Management Solutions

Customer Functional Safety Application

AUTOSAR / Safety RTOS
Example MCAL & complex drivers Ecosystem partners provide standard

ease AUTOSAR integration § S/W stacks, middleware & services

~ ARC Safety Manager Library

ve ™ AUTOSAR Complex Device Driver
559
Owo
Software Test Libraries (STL) provide '5—'0 Fault, Watchdog, Test management
mechanism for ASIL certification <ZE) Fault WatCthg Test «— components create a full SoC safety
where redundant HW is not present \ = Manager Manager Manager management solution

N Software Test Libraries (STL)

ASIL certified MetaWare for Safety : . FuSa C runtime library provides
Toolkit accelerates development of FuSa C Runtime lerary building blocks for safety critical
ISO 26262-compliant software \ applications
MetaWare Tools for Safety

ARC FuSa Processor(s)

ARC
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ARC 1S026262 Certifications Y

ASIL D Compliance with SGS-TuV
1

173

'Ja e |

AAR
CERTIFICATE NO FS/71/220/21/0736 PA iiv SGS_ v
Iy SGS i
LICENCE HOLDER MANUFACTURING PLANT 4 L - SAAR
SRSRAS SES PR CERTIFICATE NO.: FS/71/220/22/0872 PAGE
Synopsys, Inc. Synopsys, Inc.

CERTIFICATE NO  FS/71/220/20/0622 PAG]

690 E. Mddlefield Road
Mountain View, CA 84043

690 E. Midclefield Road

LICENCE HOLDER
Mountain View, CA 94043

CERTIFICATE NO.: FS/71/220/22/0862 PAGE 111

Usa USA LICENCE HOLDER MANUFACTURING PLANT
SYNOPSYS, INC. GENERMIGUNGSINHABER FERTIGUNGSSTATTE
MOUNTAIN VIEW, CA 94043 KoM HOL 0N
PROJECT NOJ-ID LICENSED TEST MARK CERT. REPOR] Usa * Synopsys, Inc. Synopsys, Inc. o ,
PROZKTND GENCAGIES PRUFZECHEN ZTeERC| 690 East Middlefield Rd, 690 East Middlefield Rd, 6::‘;"”; “:I- A
Mountain View, CA 9404 in Vi ast Middiefield Rd,
NO7G-AU06 NO7G0011 Project-No/-ID LICENSED TEST MARK Report USA 043 Iggxntam View; GAB4043 Mountain View, CA 94043
Il ASIL D COMPLIANT Usa
oo Sy savy AR S4VY0
s s SO Wi sy PROJECT NO/-ID LICENSED TEST MARK CERT. REPORT N(
3 A AR T“ :,:’:”:"':'.:N.. PROJSEXT-NRAHD IEHMIGTES ‘Wf“m 7 ERTIFIKATSBERICHT NR. Project-No/-ID LICENSED TEST MARK Report No.
_ SAAR N3CJ-AUO1 SGS N3CJ0002
mu ff Asiocomeuast s487 54870002
u ;&;::;}M SG§I ASIL D COMPLIANT &4570004
Tested according to 1SO 26262-8:2018; clause 11.4.8 and 114.9 N -3 R T Fuowbons Setery
[aryee Tested accordingto  1SO 26262:2018 (Part 6, & partly, 9) SAAR o
B — SAAR
Certified DesignWare ARC MetaWare Compiler for Safety Certified ARC® Fusa -
Zotichrie 3 Fodae) (© Chain of D ARC P (s)
C Rum ime Library Ve V1.00: 2
Modeks) Norcis Sapac s SIS RRSTE: KRB0 @ Testadaccordingto  15026262-2:2018 Tested according to  1SO 26262:2018
presaeq % Technical The above-mentioned product has been approved i 1S0 26262-4:2018 (partly)
Data/Parameter standard configuration (see certification report for details 1S0 26262-5:2018 Certified Product(s) ~ DWC ARC HS4xFS processor family:
Technical Data and Suitable for of safety related The identified technical and process parameters are Igg 2636;-8:2018 « DWC ARC HS47DFSx4; version 4.00a
Parameter + 1SO 26262 U5 to ASIL D complince with ASIL D requirements 1S0 26262-9:2018 « DWC ARC HS47DFS:  version 4.00a
;’:':i;I:::H‘::em Any changes to the desig =0 Specific The cem‘»ca!'e;;a for type Bpar:va' s:d base‘c ?r: ad detal Sj;‘i““ product(s) DWC ARC EM22FS Technical The above-mentioned product has been approved in a
ui Yy n, comporents or proc] q 1. Any changes to the desigr] giols) Produa) Data/Parameter standard configuration (see certification report for details).
Socessie Adorderungen require repatition of some parts of the pre-qualfiical gg:ses:e; (;r;:’a);crerggrf :::::::Jopr: Dni :lome of the assessm| Model(s) EM22FS - 1.10a The identified 'x‘eg'srl\ﬁ)l and process parameters are in
ae " Sleps i i val. = Ne i it
%o retain the certfication. The certificate report Is The certificate report is an integral part of this certificate. Modsite) -
part of this certificale. re'(';;iremegrl‘s ad i;;ecnﬁ'caliors of the current valid revis| Technical Data and The judgement of the achieved functional safety Specific The oemﬁcsl'z Is for type approval and Essed on 8 datsied
of this report shal me Parameter DWC ARC EM22FS is “acceptance of the achieyf wmsse:,m;quun repemlm" zf‘z:,a"':g?, :,‘::;esg::s?,:';;
Joclouhis Colen 1 Parernsi Functional Safety * according to above mentiony steps in order to retain type approval

Certification Body Munich, 13.08.2021

for Functional Safety A/ [r
$GS-TUV Saar GmbH /
Zuthzangssede & Furksrse Senernek ‘w ¥ }/ILJ"(

Robert Sammer

Toe tes mari o

Certification Body
for Functional Safety

Munich, May 3+, 2023
SGS-TUV Saar GmbH % g

The validation status is The test mark regulation
documented vie SGS regral part
Centitication Database. of this certificate

MetaWare Compiler

standards ASIL D requirements.

Specific Requirements Any changes to the design, components or processing m§
domifecies Amorownger require repetition of some parts of the qualification in orc
to retain the certification. The certificate report is an integj
part of this certificate.

Certification Body
for Functional Safety
$GS-TUV Saar GmbH iy

Zortzarungsstats for Funktionais Schemelt { Le

Munich, November 27, 2020

Marcus Rau

FuSa C-runtime library

Certification Body
for Functional Safety
SGS-TUV Saar GmbH

The validation
documented via SGS
Certification Database.

The certificate report is an integral part of this certificate. All
requirements and specifications of the current valid revision
of this report shall be met

Munich, April 29%, 2022
,
Le

Marcus Rau

G, Hetmannate 0,
o Dewschiand.

The test mark reguiation
is an integrai part
of this certificate.

ARC EM22FS

ARC HS4xFS

ARC

Processor Summit © 2022 Synopsys, Inc. 19
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Synopsys Safety and Security Subsystem Reference

tRoot HSM - Critical Security Management
FuSa Sys ..
IRQs ,R\&S Trace - Efficiently manages secure boot and updates

for tRoot and other processors
oTP ¢ ¢

Secure Instruction

Controller Functional Safety SMS/SHS

tRoot HSM Processor Server/Proce ssor R ) . .
- Responsible for SOC “safety” bring-u
For Automotive w/ HS46FS Infrastructure Reset FSM p y g-up

Security Protocol DCLS STARJPC_SFP . Clock, - Boot-time (POST): LBIST, MBIST, IP BIST
Accelerator Power Ctl
Safety Bus to

- Safety Bus other sub-

IEEE 1500 systems - Error injection for Safety Mechanism Testing
Safety Bus

- Provides secure debug, key management,
> cryptography & authentication

IEEE 1500 to other
sub-systems

CANIF SoC Safety Manager

- Periodic test management

- Monitors and executes Safety escalations

Arteris FlexNoC (Non-Co herent) - Safety Manager informed of errors via

dedicated Safety Bus

- Ability to monitor other ASIL cores and IP

! - Interconnect to SHS Architecture

12C GPIO UART Multi Bank o ASIL Certified Processors and IP
SRAM w/ ECC - Lockstep-capable processors with native

t Domain
Bridge

w/ Mailbox

Fault
Aggregator

* A Encryp Safety Bus interface support ASIL B and D
AXi4 Fusa Boot - Safety certified interface, test & peripheral IP
IRQs Code PMIC SysCtrl  SysCtrl

Hierarchical Safety Management

W Functional m 3 part SNPS Safety || IEEE f Debug - STAR Memory (SMS) & STAR Hierarchical
E Safety ¥ Bus 1500 APB Interface (SHS) Systems

- Safety wrappers connect ECC data & address

ch monitors

- Synoesys Processor Summit © 2022 Synopsys, Inc. 20




Industry Leading ARC Functional Safety Processors
Minimal Risk & Design Effort Solution for Automotive SoCs sGs fi
26262 ASIL D Compliance

— ARC Safety Processors comply with the latest version of the a :
automotive Standard, ISOZ62622018 HS4x Main Core HS4x Shadow Core

1

1

1

|

|

|

|

=

|| EE y

I
O
< b
- |
a1

|

|

|

|

1

ARC HS Safety Processor P

_________________________ \
Daf Instr. | Data ‘2. AS”— D
ccM |cache fcach
(ECC) (l?éc? (Eag(:.; liance
A

ta
A Y
k.

« Hardware: Industry's First Processor IP Certified for Full ISO

— ARC Safety Processors meet both stringent random hardware fault LEiety
H H H H -stage pi| e’ine onitor -stage pi| e’ine
detection and systematic functional safety development requirements eaemed easped

AXI Bus Interface AXI Bus Interface

I AP
I System Bus _

 Software: Functional Safety Software Stack provides Industry o i J
Leading Safety Management & Development Solutions ‘ | sy Rl Selely Appie i
AUTOSAR / Safety RTOS
* Tool Chain: ASIL D Compliant ARC MetaWare Toolkit for Safety - ARC Safety Manager Library
speeds development of safety critical software 5es[l__ AUTOSAR Complex Device Driver
§§o Fault Watchdog Test
Manager Manager Manager

« Work Products: Over 80 work products developed. Common —
safety process flow and review across all Synopsys’ automotive IP I SoTware e D B0 |

FuSa C Runtime Library |

ARC

- S‘/HUPS‘/S Processor Summit © 2022 Synopsys, Inc. 22
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